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The paper draws attention on the interaction between AIA, Directive on Law
enforcement and GDPR, with specific regard to the meaning of ‘human in the loop’
required by the different text and wording, in order to establish the existing
limitations, under EU law, for the use of investigative software for starting formal
investigations.
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1. As far as the process of analysis and adaptation to the Al Act progresses, some main
questions raise and become urgent. Overtime, the domestic rulers started to draft and
discuss texts to adapt their legal orders to the peculiar provisions of the Reg. EU
2024/1689. Without lingering on aspects that were already discussed, it is worth
highlighting two main caveat. First. Even if EU regulations do not need (and do no
tolerate) formal implementation into the national legal orders (that directives do need,
instead), there is often necessity to fill gaps and lacunas in the existing domestic
framework, in order to allow the smooth application of the EU provisions. This is
happening with the Al Act, as it imposes certain commitments also on rulers. Second.
The AIA legal basis is Art. 114 TFEU, regulating the access to the single market and,
therefore, it mainly (not exclusively, as said) revolves around a system of compliance
by which, designers, developers, deployers of Al systems need to abide, if they want to

! This study complements the research of 2023-IT-NET4FEU New European Tools for the Financial interests of the
EU, GA 101140609 2023-IT-NET4FEU.
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access the European market. Such compliance scheme is particularly demanding when
the Al tool to be placed on the market is ranked, based on Reg. 2024/1689, high-risk
Al It is possible to say that the major part of Al applications used in criminal
proceedings — both in investigations and trials - fall under the scope of the ‘high-risk
Al class’, with the exception of some that are prohibited by art. 5 Reg. Nevertheless,
the AIA cannot be considered the comprehensive legal framework for the use of Al in
criminal proceedings, as it must be coordinated with a number of other EU legal
provisions, above all (especially for the matters under the spotlight here), Directive
2016/680.

Having set the framework of this brief enquiry into the criminal justice context, it is
worth observing that these two caveats imply some relevant consequences. Due to the
nature of the AIA, the first and main subjects affected by its own application are private
or companies who need to comply with the requirements established by the regulation
for high-risk Al. Such requirements impact on the whole chain of development of
software based on Al solutions, from the moment of designing the very concept,
through the whole span of life of the software, encompassing the implementation of
the architecture, the selection of training sets, the supervision of training (if this the
case), the maintenance... Beside this ‘interpreneurial’ side of the regulation, a range of
duties is also imposed on national institutions, for the implementation of an
institutional framework to control the respect of the compliance system and to apply
sanctions if it is the case. As a matter of fact, the ambitious set of requirements
imposed for high-risk Al needs to be controlled by public powers and bodies.

Against this backdrop, some provisions of the AIA establish fundamental criteria for
both private actors and institutional ones and one of these is art. 14, in Section 2 of
Chapter III, dedicated to high-risk Al. Art. 14 establishes the principle of human
oversight’, in order to prevent or minimize the risks for health, safety and fundamental
rights, deriving from the use of high-risk Al systems. Such provision plays a key role.
Set at the summit of the brand-new compliance model, it represents, at the same time,
a general principle inspiring the whole system but also a ‘last resort’, as it is supposed
to operate when such risks persist «despite the application of other requirements»* set
out in the same section of the text. In particular, paragraph 4 establishes a list of tasks
that the human in charge of the oversight should always be able to perform. Among
these: lett. b), to remain aware of the possible tendency of automatically relying or

> Art. 14, para. 2, Reg. 2024/1689.
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over-relying on the output produced by a high-risk Al system (automation bias), in
particular for high-risk Al systems used to provide information or recommendations
for decisions to be taken by natural persons; lett. c¢), to decide, in any particular
situation, not to use the high-risk Al system or to otherwise disregard, override or
reverse the output of the high-risk Al system.

Moreover, with specific regard to the use of face-recognition systems for identification,
Art. 14.5 provides for the need of a double human check by two different (adequately
trained) individuals, before any action or decision is taken on the basis of the face
recognition match. Nevertheless, the ‘double human check’ is not mandatory in the
realm of law enforcement (where, actually, the provision of art. 14.5 seems to have the
major area of applications...), neither in asylum, migration and border control, where
EU and national laws can establish lower requirements, deeming the double human
check disproportionate. It is worth noting that the provision does not explain how the
proportionality test should be held and, in particular, which value the human oversight
principle should be confronted with... Leaving this argument aside, at least for the
moment, it is clear that the context of Art. 14 AIA not only resounds both art. 22 GDPR
and 11 LED3, but formally overlaps on their area of application.

As a matter of fact, when the field of interests is that of criminal proceedings, the
provisions set forth in the Regulation must be complemented with the specific
requirements established in other pieces of EU legislation. In particular, the matter of
automated decisions and human control is first addressed in art. 22 GDPR, which is
counterbalanced, in the field of criminal justice, by art. 11 LED.

Probably the most cited provision of the whole regulation, art. 22 GDPR establishes
the right of data subjects not to be submitted to the effects of a decision based solely
on automated processing, including profiling*. From a general standpoint, art. 22
GDPR applies to any automated processing, regardless it is based or not on Al If it is
based on Al, and falls into the rank of high-risk, then art. 22 GDPR and Art. 14 AIA
must be applied in synergy.

When the automated processing is performed in the context of criminal proceedings,
the legal framework shifts from GDPR to LED, where art. 11 is dedicated to automated

3 Directive 2016/680, on the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, and on the free movement of such data, usually called Law
Enforcement Directive. The text was adopted along with GDPR and published in the same Official journal.

4 See, in general, G. Gonzalez Fuster, Study on the Essence of the Fundamental Rights to Privacy and to Protection
of Personal Data, 2022 EDPS 2021/0932, 8.
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individual decision-making. The provision establishes a two-tier guarantee, providing,
first of all, a general prohibition of solely automated decisions, producing adverse legal
effects on data subjects or, generally, affecting them significantly; secondly, based on
the same paragraph of art. 11, the automated decision can be authorised by a national,
or EU, piece of legislation, provided that the data subject can obtain, at least, the
human intervention by a controller, who is in charge of protecting the data subject’s
rights and freedoms. In this scenario, art. 1 LED and 14 AIA are extremely intertwined,
as the area of applications of Al in criminal proceedings seems to fall, in major part,
under the class of high-risk Al In particular, it is common knowledge that LEAs
massively resort to digital instruments during the investigations>, which mainly
incorporate Al solutions, in a relatively under-regulated context, in the majority of the
MSs.

Such scenario raises a number of queries that are at the basis of this short analysis:
-the imminent entry into force of the remaining parts of the AIA and, notably, the
whole Chapter 1], is to reinforce the attention on the general prohibition of automated
decisions in criminal proceedings and of the human oversight, in the cases they are
allowed (as established by art. 11 LED)? (see para. 2);

- which are the boundaries to develop new investigating tools, based on data-analytics
and meant to prevent crimes or boosting fast judicial orders, not to disperse assets or
stopping adverse consequences? (see para. 3);

- having regard to the position by the CJEU in the Schufa case (C-634/21), in which
measure the human oversight should impact on the results of the digital process, in
order to exclude an automated decision, under art. 11 LED, and in accordance with art.
14 AIA? (see para. 4)

These questions are, first and foremost, intriguing research doubts, but also have and
extremely relevant impact on both the national legal frameworks - as the matter of
solely automated decisions is regaining momentum, implying possible reviews of the
existing Al-based investigating tools — and the market, as the chance of developing
new cutting-edge software to be used during the investigations, as the basis of judicial
decision affecting the position of individuals, is strictly related to the respect of the
legal framework reconstructed above, from which we take the move to answer to the
three research questions. These two aspects merged in a research project that was

5 Europol, Al and policing. The benefits and challenges of artificial intelligence for law enforcement. An
Observatory Report from the Europol Innovation Lab, Luxembourg 2024.
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specifically meant to deliver a study of feasibility of a specific risk alert software to
prevent dispersion of assets, in PIF crimes, associated to a new fast freezing order, to
be applied by the European Delegated prosecutors. Despite generated in such specific
context, the three queries above are presented here as they can apply also to other
situations and, as far as possible, appear to be paradigmatic. Let us start from the first
one.

2. The answer to the first question is positive, for several different reasons. The AIA is
often considered the comprehensive legal framework for the use of Al in specific
domains, such as, in our case, criminal proceedings. Nevertheless, this assumption is
not correct, for several reasons.

First. Due to its very nature (see para 1), the regulation does not possess the features
to play such a role. Before moving any further into this argument, it is worth
remembering that AIA is submitted to a step-by-step process of enforcement and not
every part of it is in force at the time being. Nevertheless, 2026 will see the application
of another relevant part the regulation, without forgetting that the so called Digital
Omnibus package is meant to amend some relevant parts of it.

Although AIA is not the comprehensive text regulation the use of Al in criminal
proceedings, it inevitably affects the realm of this analysis, as it establishes in art. 5
some prohibitions that may impact on the purpose of developing crime risk detections
software. As explained elsewhere®, serious limitations for predictive policing tools
could stem from the complex interpretation of art. 5 lett. d7. Despite this part of the
regulation being already in force, it seems that, so far, there are no useful indications
about the real meaning and impact of art. 5.d, but it represents a boundary that must
be taken into account in addressing the topic under the spotlight here.

Second. The Regulation overlaps on a more complex net of EU provisions, at different
levels. As far as the realm of criminal proceedings is concerned, not only the framework
into which AIA should fit is the Charter of Fundamental Rights of the EU (establishing

6 S. Quattrocolo, Artificial intelligence and criminal proceedings: what’s new in the AI Act?, in this section of the
Journal.

7 «The placing on the market, the putting into service for this specific purpose, or the use of an Al system for
making risk assessments of natural persons in order to assess or predict the risk of a natural person committing
a criminal offence, based solely on the profiling of a natural person or on assessing their personality traits and
characteristics; this prohibition shall not apply to Al systems used to support the human assessment of the
involvement of a person in a criminal activity, which is already based on objective and verifiable facts directly
linked to a criminal activity;»
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basic requirements (art. 47-50) for the fairness of criminal proceedings), but the full
range of Stockholm directives is concerned, as much as dir. 2012/29, about rights of
crime victims and, of course, dir. 2016/680, the LED. In this scenario, it becomes clear
that, despite its great relevance and meaning, AIA must be referred to as a piece of a
large jigsaw, in which matches can be extremely complicated.

It is indeed the forthcoming full enforcement of the AIA text, and Chapter III, in
particular, to highlight the important challenge ahead. A large part of digital
applications used, or to be used, in law enforcement, incorporating Al solutions, fall
under the scope of art. 6 and Annex III n. 6, and are submitted to the compliance
scheme in Chapter IIl. Focusing on the relationship among provisions and on the
effective meaning they have for the ordinary process of developing new investigative
digital tools is becoming crucial. From specialised media, it appears that the approach
by companies - even by the largest ones - to the complex system of functioning of AIA
is extremely critical ®. Within such scenario, the specific and sensitive area of
developing specific instruments to be used in criminal proceedings needs to face and
address, for good, the effective consequences stemming by the text and its interaction
with other pieces of legislation.

3. Moving from the basic principles about the interpretation of the law, we must
consider that, in the large panorama of relevant EU provisions, dir. 2016/680 is lex
specialis® and thus remains the specific regulation for our sector, as far as the situation
at stake falls under the scope of the LED. As a matter of fact, we must wonder whether
the designing data-analytics investigation tools to be applied in the context of EPPO
falls under the scope of dir. 2016/680. Actually, art. 2, para. 3, lett. B of that directive
establishes that it is not applicable to processing of personal data by the Union
institutions, bodies, offices and agencies. Thus, we must consider the provisions of
Reg. 2017/1939, introducing and regulating the activity of the European Public
Prosecutor Office, according to which, the latter is, with no doubt, a body of the EU,

8 See the news reports on the letter, sent in July 2025, by 44 CEO of multinational companies to the President of
the EU Commission about AIA application, criticising, in particular the approach to generative Al (e.g., The
Guardian, The EU could water down Al Act, amid pressure form Trump and big tech, 7.11.2025, on line edition; A.
Longo, AI Act, I'Europa morira di troppe regole? Ecco la protesta delle aziende e i rischi, 4.7.2025, in
www.agendadigitale.eu)

9 T. Radke, The Concept of Joint Control under the Data Protection Law Enforcement Directive in Contrast to the
GDPR, in ] Intell Prop Info Tech & Elec Com L 2020, 244.

La legislazione penale
ISSN: 2421-552X 6 28.2.2026



llp

Opinioni Quantitative instruments for investigations S. Quattrocolo

as established by art. 3 para. 1 of that text. Based on this, LED does not seem to be
applicable to EPPO’s action. However, in recitals (93) and provisions (art. 2 n. 15 and
22; 53; 81; 87) of the EPPO regulation, there are specific references to LED, establishing
an ‘indirect’ compliance by EPPO to the LED requirements: recital 93 provides that
the regulation must be interpreted, as far as personal data is concerned, in accordance
with the LED directive, which is the legal framework for data processing in criminal
cases in Member States and, therefore, for national authorities.

3.1. Having set the legal background, which confirms that LED is relevant in the
development of quantitative software for EPPO investigation, another question must
be handled. Is any ideal quantitative software meant to detect the risk of crime
commission based on processing of personal data, condition to which the application
of LED is submitted?

Even if a full reconstruction falls out of the scope of this analysis, it is worth
remembering that not only the definition of personal data in both GDPR and LED is
extremely wide', but also the interpretation provided by the CJEU appears to be
expansive”, making it extremely difficult to exclude the ‘risk’ of processing personal
data, when large datasets are at stake.

From a general angle®?, we may argue that it is impossible to exclude the processing of
personal data in the development of any investigative tool, necessarily accessing large
sets of data and usually interfacing with external data sources. Against this backdrop,
and avoiding useless generalisations, the accuracy of such statement obviously
depends on the specific purpose and architecture of the software at stake. There is no
one archetype, good for any situation, but it is possible to argue that, across different
scenarios, effective crime risk detection software imply the access to personal data: in
the large sets of data processed for the purpose - which are not fully controllable, if the
software interfaces with external sources - it is not possible to demonstrate,
indisputably, that no personal data will be processed, condition that triggers the need

' See also the Working Party 136 opinion (4/2007, about the directive 95/46/CE, repealed by GDPR), providing
guidelines for the interpretation of the concept of personal data, which, according to the CJEU (C-413/23P),
remained unchanged in the process of repeal; the ‘indirect identifiability’ of a person from a non-personal data
is sufficient to trigger the application of the EU rules.

1 C-434/16, 20.12.2017, Nowak, (para. 34 e 35) and C-487/21, 4.5.2023, Osterreichische Datenschutzbehérde e
CRIF (para. 23 e 24).

2 Referring for the specific aspect of NET4FEU at the deliverables of the project, available in the website. With
regard to WarnPIF, the study of feasibility is based on the ideal availability of a large number of database,
regarding not only financial and bank operations but also revenues and tax documents, which are personal data.
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to comply with LED, to prevent an unlawful processing of data from affecting the
output of the software.

In this scenario, it is possible to argue that: first, the effective detection of the risk of
PIF crimes perpetration implies the processing of both non-personal and personal
data®, according to the definition in art. 3 n. 1 of the LED; second, in general, crime
risk detection software mainly imply the processing of personal data, thus LED is the
relevant legal framework for the designing and development of new digital
investigative solutions to be used in the EU context.

As a consequence, based on art. 1 LED, crime-risk detection tools (processing personal
data) should not be allowed, if they trigger a decision, based solely on the automated
processing, producing adverse effects or other relevant consequences on individuals,
unless the exception mentioned above is met. Talking about crime-risk detection
software, such decision could be, e.g., that of starting an investigation... Thus, the
consequence is that, if the formal start of the investigation (report of the case in the
case management system) depends “solely” on the results of the risk alert software,
then such process should be prohibited, unless allowed by EU or national laws,
providing at least the right to obtain the human intervention by the controller. Then,
the margin of manoeuvre for designing and developing new quantitative crime-
detection solutions, and for properly regulating them within the new complex EU legal
framework, is quite large: the key factor is providing a sufficient human control,
excluding that an adverse decision (such as, e.g., the initiation of a formal
investigation) is taken solely on the basis of the software output. However, we will
come back to this concept in para. 3.

3.2 Having assessed this, we need to establish the role of AIA, which is supervening lex
generalis, regulating the access of tools incorporating Al to the EU Single market. The
scopes and applications of AIA and LED are different and it is crucial to understand
how they interact. It seems that those areas overlap and both texts are applicable'*. On
the one hand AIA applies to every tool incorporating Al, either processing or not
processing personal data. To be on the market, those tools need to comply with the
AIA rules. If they fall under the application of art. 5, they cannot be used in the whole

B See L. Ricci, The empirical configuration of PIF crimes: recurrent pattern as potential indicators for early
detection, in this section of the Journal.

4 In general, I. Neroni Rezende, Criminal Justice and Data Protection, Rutledge-Giappichelli, Oxon, New York,
Torino, 2026, 95 ff.
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EU area, as they are prohibited. If they are ranked high- risk Al, they must follow the
compliance system regulated by Chapter III, encompassing Art. 14. Thus, we must
wonder whether crime-risk detection software, as a general category, fall under the
scope of Reg. 2024/1689 and if they do, which level of risk do they entail. First and
foremost, it is debatable whether establishing general categories among software has
any meaning at all, considering that the features depend on a number of specific
choices made by the designers in the architecture and methodologies selected for the
development of each system... Nevertheless, the ranking among the four levels of risk
is performed by the AIA not only on the basis of specific computational features, rather
mainly on the purpose of the software incorporating Al solutions. For this reason,
beside art. 6, Annex III, para. 6, lists a number of purposes that, if pursued through Al
solutions, imply the qualification of high risk and, thus, the application of the all set
of compliance rules established by Chapter III. Among these, groups under letters c),
d) and e) could encompass software of crime risk-detection, based on the different
specific features each single piece of software possesses. Not every possible technical
solution would necessarily fit these categories, but, based on the designing solutions
preferred by the developers, in each case, they certainly could. If they do not, crime-
risk detection software are submitted to LED but not to Chapter III of AIA, as well as
to all the other requirements established by AIA outside Chapter III.

If they fit into the list of Annex III, developers and deployers must comply with a large
number of principles and operational duties, which is not possible to analyse here.
Among the principles, art. 15 imposes specific standards of robustness, accuracy and
cybersecurity, while art. 14, as said, establishes the human oversight. Is this standard
fully respected by the simple abidance by art. 11 LED? The requirements of art. 14 AIA
are clearly more detailed and stricter than that established by art. 1. Thus, the scenario
we should consider is, possibly, the other way around: compliance with art. 14 AIA
appears to be sufficient to fulfil the conditions established by art. 11 LED. As a matter
of fact, Art. 14 affects not only the stage of using the crime-risk detection software, but
also the designing of it, as established in its para. 1: the measures assuring the human
oversight should be either incorporated into the high risk Al system before putting it
on the market and/or provided as specific recommendations for the deployer, before
access to the market. Having said this, the following parts of Art. 14 set forth specific
requirements that allow to realise an effective oversight - providing the controller with
a sufficient level of awareness about the function of the system - which are not so
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strictly required by art. 11 LED. E.g., should the software at stake be qualifiable under
Annex III n. 1 (because incorporating face recognition verification systems), art. 14
para. 5, first period applies, providing for double human check before any decision or
action is taken upon that identification. Nevertheless, the second period of the
provision establishes that such double human verification can be excluded for systems
used in law enforcement - and this is the case in our inquiry - on the basis of EU or
national laws considering the double check disproportionate. This will leave the door
open for specific rules excluding such requirement, setting the standard on the general
provision of human oversight.

4. Coming to the last question - namely, the effective meaning of human oversight - it
is necessary to acknowledge the crucial importance of such topic. As seen above,
quantitative systems to be used in investigations, to detect the risk of crime
commission, mainly fall under the scope of art. 1 LED", as they usually process
personal data. Prohibiting decisions solely based on automated processing of personal
data, including profiling, art. 11 para. 1 establishes an obligation to provide for human
intervention in decisions based on digital outputs, having adverse effects, or
significantly affecting, the data subject’®. The general scheme promoted by the first
part of art. 1.1 provides for a judicial (prosecutor or judge) or police human
intervention in the decision to take any step based on the result of automated
processing of data, i.e., of a software output suggesting that a natural person is involved
in the commission of a crime. As said, the intention here is to keep the analysis on the
most general plan possible, having reckoned that each piece of software has its own
specific features, impacting on its legal regulation. Having said this, it is of crucial
importance to understand the features of such human intervention.

This is one of the most debated (and debatable) topic related to the interaction
between humans and Al: how relevant should the human in the loop be? Is ‘pressing
a button’ fulfilling the meaning of human oversight, human control? This is clearly not
the context for approaching such a philosophical analysis... Nevertheless, it plays a
crucial role also in the field under the spotlight here, and it becomes necessary, to
complete this overview, to linger on it.

5 1. Neroni Rezende, Criminal Justice and Data Protection, cit., 48 ff.
16 N. Purtova, Between the GDPR and the Police Directive: Navigating through the Maze of Information Sharing in
Public-Private Partnerships’, in Int. | Data Privacy Law 2018, 52 ff.
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Art. 11.1 scheme for setting humans in the loop, allocating to prosecutors, judges or
police officers the power to take a decision based on digital processing appears to be a
suitable solution, to avoid that individuals’ interests are affected by an automated
process. Nevertheless, the suitability of such solution depends on the margin of
discretion by the decision maker. Two scenarios are possible. On the one hand, the
regulation of the process could deprive the human decision maker of all her discretion,
establishing the, based on the digital output, a specific action or decision must be
taken. This would be, clearly, a situation inconsistent with the purpose of art. 11.1, and
the domestic provision would be considered in breach of LED. However, on the other
hand, a domestic provision could leave a huge margin of appreciation to the human
decision-maker who could, nevertheless, decide to rely mechanically on the digital
output. Formally, the provision would be fully compliant with the LED; its practical
implementation could, yet, nullify the value of the human control, in case the human
surrenders — for any reason - his discretion, abiding by the digital output.

The issue was already analysed by the Court of Justice of the EU, with regard to art. 22
GDPR, in the very famous case of Schufa, C-634/21, in a decision delivered in December
2023. At the time being, it seems that such decision remains the leading case about the
meaning of human control and, despite art. 22 GDPR and art. 11 LED are not identical,
the reasoning by the Court in Schufa appears to be extremely relevant also for the
purposes of this analysis.

As a matter of fact, the room for using investigative software processing personal data
in criminal proceedings depends on the margin of appreciation left to human decision-
makers, in taking actions and decisions based on quantitative software outputs.

The CJEU reasoning relies on three main passages. Provided that Art. 22 GDPR
establishes that the data subject is to have the right not to be subject to a decision
based solely on automated processing, including profiling, which produces legal effects
concerning him or her or similarly significantly affects him or her, three conditions
can be singled out for its application. The first is a ‘decision’, which should not be
interpreted, for the purposes of GDPR, in a strict way (i.e., acts producing legal effects),
rather as any act which similarly, significantly affect the data subject (§ 44 of the
decision, referring also to art. 71 GDPR). The second condition for the application of
art. 22 GDPR is that the decision at stake (or any similar act), is based solely on
automated processing, including profiling (which was clearly the case, as the Schufa
credit reliability evaluation system is fully quantitave and based on profiling

La legislazione penale
ISSN: 2421-552X 1 28.2.2026



llp

Opinioni Quantitative instruments for investigations S. Quattrocolo

individuals). The third condition is the production of legal effects or similar outcomes
as a consequence of the automated processing of personal data. This is the most
relevant passage of the decision, with regard to this analysis. As a matter of fact, the
Schufa credit reliability report — whose results are based solely on automated profiling
of individuals - is barely an element used by banks to grant or refuse loans.
Theoretically, no mechanical consequences derive from the Schufa report, as banks
are ideally free to grant the loan even in case of a negative result and to reject it in case
of a positive one... Nevertheless, the CJEU observes (§ 50) that in the bank practice,
the credit information agencies reports, such as Schufa, play a determining role in
granting credit. Therefore, if the automated process output is not a «preparatory act»
(§ 61), rather the determining bases for the following (formally) human ‘decision’, the
risk is «circumventing Art. 22 of GDPR». The position by the Court could not be
clearer: if the human intervention, on the quantitative processing of personal data
output, has no semantic added value for the adoption of the following decision or act,
there is a breach of Art. 22 GDPR. Mechanical, a-critical, human decisions do not fulfil
the purpose of Art. 22 GDPR guarantee.

The issue, here, is the margin for extending this opinion to Art. 1 LED: the matter is
utterly relevant. Could investigative software’s outputs, detecting the risk of crime
commission, be the only base for reporting a case in the file management system and
start an investigation? Should the ‘three-tiers Schufa test’ be extended also to the
application of Art. 11 LED? It seems that all three conditions established by the CJEU
for the application of the EU rule are present in the situation at stake here... The first
passage seems to be the evaluation of overlapping purposes in Art. 22 GDPR and 1
LED". Given the strict relationship among the two texts - GDPR and LED, lex generalis
and specialis — and also the meaning of the wordings, although different, of the two
articles, the positive answer appears to be more likely one.

On this bases, the Schufa test fits the situation at stake: starting an investigation is
clearly a ‘decision’, either in formal sense (as it triggers several legal effects, among
which the application of the guarantees for suspects and accused persons) and under
the ‘interpretative definition’ delivered by CJEU in § 44 ff. Moreover, the outputs of
crime-risk assessment software are, as demonstrated above, automated processing of

7 P. Vogiatzoglou, Scope in E. Kosta, F. Boehm (eds), The EU Law Enforcement Directive. A Commentary, Oxford
2024, 72.
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personal data and, as far as they are not prohibited by art. 5 lett. d, may also be based
also on profiling.

Third. If there is a mechanical consequence between the software output and the
starting of the investigation, there will be «a decision based solely on automated
processing, including profiling, which produces an adverse legal effect concerning the
data subject or significantly affects him or her», which is, in general, prohibited by Art.
11 LED. Clearly, this third condition depends on the use that prosecutors and police
officers do of the software output. Their evaluation of the risk highlighted by the
software must imply a semantic added value to the digital processing performed by
the digital system™: if, upon alert by the software, they automatically start the
investigation, the situation overlaps on the one analysed by the Court in Schufa.

For this reason, it is extremely important that national rule-makers regulate this aspect
of using investigative quantitative software. It is a matter of fact that LEAs cannot do
without it any longer: nevertheless, now that the EU legal framework is was enriched
by AIA, it is time to review the existing trend and reaffirm the comprehensive scheme
of protection of fundamental rights that can and must be opposed to the unstopping
advancements of the digital evolution.

18 See the NET4FEU proposal of amendment of art. 30 EPPO regulation, in this Journal, submitting the report of
the case into the EPPO case management system to the EDP’s evaluation of ‘reasonable grounds to believe that
a PIF crime is occurring or occurred’: based on the software alert, EDPs activate, review the existence of
reasonable grounds and then formally start the investigation and issue the fast freezing order.
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